
Features
High Speed State-of-the-Art
Digital Architecture

Secure Digital Switch with Isolated
Multi-Level Security

Complete Management of
Configuration

Unique Modular Distributed
Architecture Allows Tailored Designs
and Fault Tolerance

Digital Voice and Wideband
Switching

Crypto Switching and Radio Relay

Digital Recording and Playback with
External Disk

Gigabit Ethernet Fiber LAN I/O

VoIP Ports (Optional)

Up to 2000 Voice/Data Sources

Extensive Interphone Conferencing 

Telephone Switching Functions (PBX)
(Optional)

Very Low Deterministic System
Latency

Binaural Audio (Spatial Optional)

Redundancy

Extensive BIT

No Extra Wires for Emergency
Backup Mode

Radio Priority Configurable for 
Each Position

Secure Digital
Intercommunications
System

The DCS-2100 is the newest state-of-the-art digital intercom-

munication system from Palomar Products. The system is based

on Palomar’s field-proven TDM digital switching technology

used in air traffic control and custom telephony applications.

The DCS-2100 provides a complete solution for systems

demanding high quality secure digital voice/data switching and

conferencing with combined system management.

A unique distributive architecture is easily customizable for a tai-

lored design and strategic placement of components. The system

is a secure digital switch with isolated buses to carry multiple

levels of secure data which extends from radio and crypto assets

and is maintained throughout all components. The DCS-2100

coordinates modes of transceivers, cryptos, data modems and

host computers with controls at Operator Positions.

D i g i t a l  c o m p o n e n t s  p r o v i d e  a  c o m p l e t e  s o l u t i o n  f o r  h i g h - q u a l i t y  v o i c e / d a t a / c o n f e r e n c i n g

Depth
6.975 in.

Width
5.75 in.

Height
6 in. or
3.75 in.

Weight
6 pounds

Depth
4.1 in.

Width
5.75 in.

Height
6 in.

Weight
2.7 pounds

Depth
7.75 in.

Width
5.75 in.

Height
7.5 in.

Weight
7.8 pounds

Flight Deck Audio Panel
The Flight Deck Audio Panel (FDAP) provides flight crewmem-

bers access to conference interphone networks, radio channels,

guard channels, NAVAIDs, and selective interphone networks.

The panel features separate volume controls for the

individual channels as well as a master volume con-

trol. LEDs above channel selector buttons indicate

whether channels have been selected for receive or

transmit and also flash when receive or transmit

channels have activity. The FDAP supports multiple

levels of security and can operate as a stand-alone

unit or in conjunction with legacy flight deck audio

control panels.

Audio Switching Unit
The Audio Switching Unit (ASU) provides the con-

nections between the communications assets and

each crewmember. The ASU is a modular TEMPEST

secure digital unit that is integrated into the com-

munications suite to provide the necessary control

and switching of all internal and external, clear and

secure voice and data lines.

The ASU features multi-level security, non-blocking

digital switching using TDM buses. The high speed

TDM approach has high capacity

and very low, deterministic

latency, thus providing high

quality of service and high qual-

ity audio. The ASU interfaces

with communications assets can

include T1/E1 (PSTN), Gigabit

Ethernet (wire or fiber optic),

analog (four-wire or two-wire),

ISDN and VoIP. The modular

architecture of the ASU allows

for the addition of interface cards for new interface

standards as they develop, or addition of new proto-

cols utilizing software changes to existing cards.  

The ASU can operate as a stand-alone unit or with

multiple ASUs. ASUs interface with each other via

redundant high speed (OC3) serial data links.

Handset Audio Panel
The Handset Audio Panel (HAP) pro-

vides access to internal communica-

tions channels.  The HAP connects to a

handset with a wall hook to provide

the user audio interface. The keyboard

allows the user to call other crewmem-

bers on conference or selective inter-

com channels. 

Mission Audio Panel
The Mission Audio Panel (MAP) pro-

vides access to internal and external

communications channels while sup-

porting multiple levels of security.

The MAP is a binaural unit, which

gives the user complete control and

status of the communications assets.

Controls allow the users to select

radio and intercom channels for

receive and transmit as well as set

the volume, stereo balance or spatial

location for each channel. The key-

pad allows one to control selective

intercom, VOX, Hot Mic, channel

security, recorder playback, and so

on. The color LCD display shows the

level of security, radio frequency,

channel name, along with receive

and transmit activity for each chan-

nel. The MAP has master volume

controls for two users. 

Depth
7.80 in.

Width
5.735 in.

Height
3.735 in.

Weight
4.8 pounds

Reduced height FDAP

Mission Maintenance 
Audio Panel

(MMAP)
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DCS-2100 Performance Characteristics
Radio Receive Levels:

Programmable 0.25 Vrms to 15 Vrms

150Ω, 600Ω and 20KΩ - programmable

Radio Transmit Levels:

Programmable output level

150Ω and 600Ω - programmable

Microphone Input:

Low level dynamic microphones

High level amplified microphones

Headphone Output:

Binaural and Monaural

High level (300Ω cup) and Low level (19Ω)

Typical Frequency Response:

300 Hz – 3,400 Hz

50 Hz – 10 kHz

20 Hz – 20 kHz

Crosstalk Isolation:

Red to Black Greater than 100 dB @ 1 kHz

Audio and Data Latency:

2 milliseconds Max (crew position to radio

port or radio port to radio port)

Audio Quality

Distortion <3%

Idle Channel Noise –56 dBr

Electrical Power:

28 V per MIL-STD-704

Environmental:

Designed to RTCA/DO160D

Tested to MIL-STD-810D

EMI/EMC:

MIL-STD-461

TEMPEST:

NSTISSAM 1-92

DCS-2100 Typical System Architecture

P-8A POSEIDON

P-8 INDIA (P-8I)

737 AEW&C WEDGETAIL

737 AEW&C PEACE EAGLE

KOREAN 737 AEW&C

AWACS

VH-3D / VH-60N / VH-71A

COMBAT TALON II

TACAMO/ABNCAP (E-6B)

P-3 AEW&C

SPECIAL MISSION P-3s

NP-3

SEA SENTINEL (AP-3C)

CP140

AIRBORNE LASER

CL604

AC-130H / U GUNSHIPS

HC-130J DEEPWATER

GERMAN P-3

KOREAN P-3

PORTUGAL P-3

PAKISTAN P-3

TAIWAN P-3

BOEING / U.S. NAVY

BOEING / INDIA

BOEING / ROYAL AUSTRALIAN AIR FORCE

BOEING / TURKISH AIR FORCE

BOEING / REPUBLIC OF KOREA

BOEING / USAF / SAUDI / NATO / UK / ROF /
JAPAN / USAF BLOCK 40-45

VIP

USAF SOF

U.S. NAVY / USAF

LOCKHEED / U.S. CUSTOMS

U.S. NAVY

U.S. NAVY

L-3 / ROYAL AUSTRALIAN AIR FORCE

THALES / CANADIAN FORCES

BOEING / USAF

BOMBARDIER / ROYAL DANISH AIR FORCE

USAF SOF

LOCKHEED / USCG

U.S. NAVY FMS / GERMAN NAVY

L-3 / ROKN

LOCKHEED / PORTUGUESE AIR FORCE

LOCKHEED / PAKISTAN NAVY

LOCKHEED / TAIWAN

Programs


